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CHAITHANYA SOMAN NAIR
Cyber Security Consultant

An experienced cyber security consultant with 1.8 years of experience
in completing security audits and providing custom solutions to
clients to increase their data and network security. Developed the
ability to identify security threats and develop strategies for
mitigating them. In-depth knowledge of network security protocols,
identity and access management, and cloud security. Demonstrated
exceptional leadership capabilities while overseeing and directing
client projects all around the world. A proven track record of
enhancing team performance, fostering customer loyalty, and
cultivating collaborative alliances with internal and external
stakeholders.

Experience

Associate Security Consultant
Crossbow Labs LLP July 2021 - March 2023

Demonstrated exceptional leadership by overseeing client
projects from all over the world. Also, participated in internal and
external audits conducted at the organization.

e Conduct audits on customer network systems to verify
compliance with regulatory requirements and identify system
deficiencies.

e Consulted with and performed audits for numerous IT firms and
commercial banks.

e Carries out and supports numerous real-world projects with a
focus on PCI-DSS, PA-DSS, PCI-3DS, PCI-SSF, SOC 2 types, RBI
Circular Audits like PAPG, PSS Act, and tokenization, among
others.

e Excellent communication skills, both written and verbal, to
convey complicated technical information to all organizational
levels.

e Expertise in areas including network administration, identity
and access management, malware protection, end-user
protection, and security event monitoring.

e Audit and review IT systems, applications, databases, networks,
and other IT infrastructure to ensure system security, integrity,
and reliability.

e Performed regular follow-up reviews to ensure compliance with
audit recommendations.

e Prepare audit reports and relevant documents for summarizing
audit findings and recommendations.

e Provided technical expertise and consulting to internal and
external stakeholders on IT security and risk management.

T Intern
Ozone Cyber Security Nov 2020 - Dec 2020

e Practical in ethical hacking and other cyber security topics.

e Be able to address challenges both alone and collaboratively.

e Organized and prioritized work to complete assignments in a
timely and efficient manner. Functioned with strategic vision
and a hands-on approach.



Organized
Risk Management
PCI Compliance

Internal and External
Audit

Strategic Planning

Governance, Risk
and Compliance
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Intern

Kerala Police Academy Dec 2019 - Jan 2020

Practical in computer language with its framework, i.e.,
Python, Django, and cyber security tools and technologies.
Maintained meticulous work logs and notified supervisors of
progress and setbacks. Implemented and enforced all
security procedures.

Ensured network security by developing network access and
performing evaluations.

Language

English
Hindi
Malayalam

Tamil

Reference

¢ Vinayak Agrahari

VAPT Lead at Crossbow Labs LLP

vinayakagrahari20O@gmail.com
+918826390302



